When Public Records Become Public

Anyone hoping to understand the state of personal information collection in the U.S. must recognize that “voluntarily” is an inaccurate, or at least disingenuous, description of how people provide personal details to many companies. Technically, you can keep your money in a mattress, but contemporary life practically requires banking, and with it comes the disclosure of your information to your bank’s raft of corporate "affiliates."
 Examples of such practical coercion are endless, and we have discussed in class the problems associated with the under-regulation of the private sector’s rampant information collection. But what of public collection of Americans' details, which is also quasi-voluntary at best, since it so is often required to interact with the government? 

Does it make sense to distinguish public records from private hordes of data, since nowadays personal details, whether collected by the government or by companies, end up in the same aggregated Choicepoint monstrosities? I believe that the answer is yes, and that the primary distinction lies in public records' potential to deter people from exercising rights, vindicating wrongs, or involving themselves in civic life full stop. When Americans begin to see that their personal details, once placed in the record, can be had via a few keystrokes by business, law enforcement, and neighbors, for as long as they shall live, it seems inevitable that some will choose to forego non-requisite government interaction, such as voting. In NAACP v. Alabama, the Supreme Court recognized that if the NAACP was made to disclose the names and addresses of its rank and file members to the 1950's Alabama government, those members could be deterred from participating in the organization. The disclosure requirement thus violated the 14th Amendment.
 Courts and policymakers should similarly begin to take serious note of the participatory chilling effect represented by the current and future realities of access to government-collected data.

Take, for example, information collected by courts. The state of access to judicial documents in the U.S. currently straddles the old, time-consuming travel-to-the-courthouse model, and the brave new world of remote access to digitized files. I spent an inordinate amount of last week in the Brooklyn federal courthouse, copying trial transcripts one $.25 page at a time on a beat-up machine, after having waited three weeks for those files to arrive from the court's archival home in – where else? - Kansas City. Such bureaucratic absurdity exemplifies what judges have called the "practical obscurity" of open records.
 In rejecting challenges to the exposure of personal information in public records, courts have often relied, at least in part, on the poor state of access to those records. But for courts, or legislatures, to continue to think of personal information in public records as practically obscure, when even the charmingly inefficient Eastern District is now requiring electronic case filing, and many courts provide lawyers or even the general public with electronic access to files, is to risk doing nothing to address the serious privacy issues raised by the new openness.
 Among many things, court filings can include medical records, financials, and SSNs, and of course transcribed trial testimony is rich in all manner of personal detail. 

We have talked in class about the extent to which the marketers and government have taken advantage of the data miners’ feverish compilation of publicly available information. But perhaps most disturbing to those people whose information enters the digitized public record will be the realization that their details can easily drop into the laps of people they actually know – friends, employers, lovers - through idle Web browsing or easy background searches. In a time when employers are willing to fire employees for bouncing single checks years earlier, such concerns should not be minimized.
 Under this regime, potential civil rights claimants may balk at risking the public knowledge of, for instance, their psychiatric records, and decide not to bring suit. Potential government witnesses may be un-persuaded to testify in exchange for reduced punishment, if what they say in court will be freely available to all for years. And these examples leave aside the unfairness of the widespread exposure of the personal lives of those who are pulled into legal actions against their will – third parties, defendants of harassing lawsuits, and (albeit a more controversial example) criminals.


I have argued that we need to worry about the increasingly accessible public record, rich in personal information, for a reason distinct from our concerns about private information banks: some people will react to potential public exposure by shying away from government. Another important distinction is that in the absence of regulation, companies have no incentive to limit their personal information binges so long as it remains profitable. But the government can (and of course we hope does) make decisions independent of industry's profit concerns. What can be done, to return to the example, regarding court-collected information? Currently, judges can shield certain information in filings from public view, or it can seal cases altogether, but the burden on the requester of privacy is high. Judge discretion needs to be supplemented with privacy provisions such as those found in the federal FOIA for the redaction of information like SSNs, perhaps to be administered by court clerks' offices. Also, legislatures should consider following those jurisdictions that have placed restrictions on the use of certain court-held information for commercial purposes.
 It is right to worry about the First Amendment implications of closed or use-restricted government records – for instance, what happens when government employees are given wide discretion to decide what information to obscure? – but that is a discussion for another paper. Currently, it is enough to say that the costs to individuals and the civic process of not increasing personal-information protection, as public records finally become truly public, is too high.
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